Clinical Messaging

Secure electronic communication using
secure email and patient portals

presented by:
Debbie Bonnell

CHAN Systems Administrator/HIPAA Security Officer
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Who is the CHAN?
(Community Health Access Network)

CHAN is a Health Center Controlled Network (HCCN)

5 Full FQHC members with 10 sites + 1
Healthcare for the Homeless van

4 Affiliate members; 2 FQHC’s with 8 sites and
2 Healthcare for the Homeless Programs

Central server architecture
e |T staff managing approx 30 servers
e Help Desk

e Report Writing (i.e. UDS, HCFA, Dashboard
Reports, Clinical Quality Indicators)

e GEF authoring
e Provider training, etc

2008 Davies Award Winner =
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Awardng [T: inproving Healthcar:

:
.-f*
CHAN




How some CHAN Members are using Clinical
Messaging and Patient Portal

Health First Family Care Center

e Secure Messaging for patient care coordination
e Remote access to Patient Record

Avis Goodwin Community Health Center

e  Remote access to Patient Record

e Demographic Updates

e Secure Messaging for patient care coordination
e Patient Submitted Glucose Readings

e  Prescription Refill Requests

Families First of the Greater Seacoast

. Remote access to Patient Record

Lamprey Health Care

e  Secure Messaging for patient care coordination
e Remote access to Patient Record

e  Prescription Refill Requests

e  Consultant data sharing

Manchester Community Health Center

e  Secure Messaging for patient care coordination
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Secure Messaging
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Referral

|%3Desktnp __|Chart = \G-hAppts i AReq  [EhReports & Linklogic |'\1}New T\ View | Ep Print 99 Internet 4 Help |

SLMImErY | Flags | DocuUments | File Attachments Mezzaging |

& =2 @ [

Back Forward  Stop  Refresh

4 Refeival vMiessage Logged in dbonnell

=1 5end

B Messages =L Settings + | B4 Close

EE 4 " Standard 1 Test (debbonnell@cdmcast.net)

[5) Inbox ® Patient

3 Sent ® Referral " ta chart {Provider; Mfard CHAM MIS, Stacy; Unsigned) [ Reply to chart
[ Drafts Efe—= |

& Deleted G ce.. = I

Pouser RTINS

[ Address Book Subject: |Eecure Message from your Healthcare Provider

I Manage Folders Mote: subj } = i sitive or private information.

[i Manage Briefrase Dncumemﬂi

€7 Settings /CﬁSummary [view] [~ Attachastext [~ Attach as CCR
@@ Log Ot
e
- E Delegates
® [elegat

1 =l Hide EMR. Attachments
||E|I| Clinical Date | Tvpe | Summary: \
[T 71312009 11:54 AMOFc Yisit Inikial OB Yisit
713112009 11:34 AMClin Upde[Mo Surmmary]
FI31)2009 10:17 AMOFc Visit [Mo Summary]
7128)2009 3:05 PM Ofc Wisit [Mo Surmmary]

Atkachme

Log In
B Manage Belegates

= Admin
sers »

-
-
.
-
-

Groups ¥ 9 1:10 PM Rix Refill ACCUPRIL 5 MG TAB
Damains » -

) 712712009 10:24 AMClin Upde[Ma Summary ]
Prafiles » —
Reports » 7142009 9:09 AM Ofc Visit [Mo Sumnmary]

Selecting Referral or Patient will automatically use the patient whose chart is currently open.
You can attach Chart Summary as text or CCR (Continuity of Care).
You can also attach supporting documentation under “EMR Attachments”.



Go  Actions  Options  Help

|@Desktap [ |chart = @.ﬁ.ppts @Reg Repu:urts |\:'_5,New I’(‘:‘_5,'u'inE:w | Ehrrint F Help |E

SLMImErY | Flags | DocUments | File Attachments Me=zaging |

< = @ [2

Back Forward  Stop  Refresh

| »

3412008 11:22 AWM Ink Oth [Mo Summary]

1/7/2008 12:50 PM  Letter  Chronic Pain Management Agreement
12/19)2007 2:34 PM  Qfc Visit [Mo Summary]

12/19)2007 2:10 PM  Ofc Visit htn

12019)2007 2:07 PM R Refill LYRICA 100 MG CAPS

12/14/2007 11:30 AM Ofc Visit Flu shok

111262007 2:56 PM  Le }
1041 @1 PM R Refill ACCOLATE 20 Miz TABS
Q192007 3:19 PM  Ofc Wisit Diabetes Roukine FiU isit

documents selected
Documents 1-10 of 114 Firsk | Prey wk | Lask

04/21/2008

® [Delegate Login

® [Manage Delegates |
.E_.l:‘.- T T u

LA e I Y i

| »

" Visiting Nurse Association of Franklin
TS Chestnut 3treet
Franklin, NH 03235

Dear siLing Nurse:

I am writing in referral of Bobh Testl, a oo Year 0ld MHale with whom I would

appreciate your consSultation to establish/confirm a diaghnosis and/or treatment

-
S nlan —

Enter text by either typing, cutting and pasting from a preformatted letter or
document in the EMR or use a 3" party solution like Texter (lifehacker.com)
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Patient Care Coordination

Hi [ —

YWe have samples of insulin and | have a hox of test strips that | can give yau.

Have vou contacted the company Roche for the test strip program® Meighhorhood
Diabetes Shop has a new program that ifyou request this meter kKeynote from
WaveSense they have 50 test strips for $25.00. Ifyvou are interested yau can

call them at 1-800-937-3028. They also have a pharmacy there tao. They will
mail yau the supplies so you waon't have to go to the pharmacy amymare.

Will you cantinue to come to us seeing thatyou moved to M. Hamptom WOH D
Serices have been trving to set up an appointment with (R for education.

LLhey have notbeen ableto getin touch with her, Hopevouarebothwell W

Hello, N

I understand you want to communicate via E-mail which is totaly "do-able, " Lamprey now has this secure way of
cormmunicating with patients, The first time you reply, I believe you need to "register.” Please do so and e-rail
me howe you want to proceed, I have attached some general education material which you may find useful, T can
also provide you with healthy eating guidelines to help you (1) lose weight and (2) better manage your blood
SLIdars,




Remote Access to Patient Records
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After logging in the user has access to Secure
Messaging and View Chart capabilities by
clicking on View My Inbox then selecting View
Chart

CHAN

Community Health Access Network
£ View Chart Logged in dbonnell

Enter your EMR User ID Select EMR Server

Recent Secure Messages

® There are currently no
messages in your inbox.
* View My Inbox

CHAN

. B Mew Message -
Community Health Access Network By Inbox |eboie [EEEEEY
4 Inbox Messages T Sent Enter your Password
e = — F *RFRERR
2] Refres (25 Reply |2 Repy. T O [rereees [ togn
2 New Message | A0 | Type | Size | From | Subject (&7 Deleted
Inbox
Oifercreldan s ey Enter EMR User ID and Password

& Sent 3 Marage Folders |

A Drafts Select Patient
& Deleted SELECT PATIENT

: Enter the beginning of the patient's name (Example: Doeor J Doeor Doe, John)
1 Manmage Folders
Search b’f"l Narne d| | Search

<« The patient search list is currently empty >>

iLﬂ Address-Beas
225 Settings
&2 Logout

iew patient's chart

7 T IR Search by the last name of the patient




CHAN

AN Secure

ralth Access Network

- Patient:
DOB: 1231545 Sex: M Patient ID: 68B0-0151001 Select Patientw

| Charts(ummary [view] )

\
i ’ ’
8] ¥N\inical D iy rt surmmary PMary

CHART SUMMARY  generated on Wednesday, February 27, 2883 Z:14 PM

5282 . ronic Pain Managemen
55 2008 G:39 AM Rx Refill PROTONIY 20 MG TBEC
3 5/2/2008 10:40 AM  Ofc Visit OB Routine

3/15/2008 2:47 PM
3/4/2008 11:22 AM
1/7/2008 12:50 PM
12/15/2007 2:34 PM  Ofc Visit [No Summary]
12/19/2007 2:10 PM  Ofc Visit htn

12/19/2007 2:07 PM  Rx Refill LYRICA 100 MG CAPS
12142007 11:30 AM Ofc Visit flu shot

Int Oth  Appointment Canceled
Int Oth  [MNo Summary]
Letter

dobkkk PATIENT INFORMATION Aok
Patient Mome: betty testl

Address:
123 any st

Chronic Pain r\"anagemnFRﬁ\NKLIN, NH B3235 USA

Home Phone: 6839341234

Mark Phohe: 683

Fox: 683

Email: dbonnel ldlampreyhealth.org

Ihsurance: MT (253

After clicking on [view] next to
Chart Summary you will open a
text file listing Demographics,
Insurance, Pharmacies, Problems,
Contacts, Medications, Allergies
and Directives

DOB: 16878471967

55N DER-BE-Baaa

Sex: Female

orital Stotus: Single
Race: I

Chaort Status: Active

Sensitive Chart: Mo

Location of Core: Health First Fomily Core Center
Rezponsible Provider: Rick 5ilwverberg, ACSW
Patient ID: 8432-P151061

ebkddk PHARMACIES #kks
Erook 's Pharmacy

Concord, MH USA
Primary Phone: 223-6713

Hokkkk PROELEMS sk




In addition to the Chart Summary, the user can select
existing chart documents and attachments.
Accessing confidential documents is determined by
user privileges in the EMR

| Patient: Shania Test
DOB: 1/3/1950 Sex: F Patient ID: 43551-0058002 Change Patientw

Chart Summary [wiew]

|ﬂ| Clinical Date |T~..'|:|E | sSurmmary |1| Attachments
11/13/2003 12:00 AMLab Rpt [Mo Summary] [1]
| 11/13/2008 12:00 AMCons Rpttwain [1]

11/12/2008 12:00 AMImag RptImparted By: Debbie Bonnell CHAM MIS 11/12/20038 17:11:42 [1]
117112008 12:00 AMConzent Imported By: Debbie Bonnell CHAM MIS 11/11/2008 09:28:40 [1]

4/15/2008 12:00 AM Ext Oth ?Cellulitis [1]
2/12/2008 12:00 AM Ext Qth Prenatal Cystic Fibrosis Screening//just testing categaory [1]
11/10/2006 12:00 AMDiag Rpt TEST [1]
11/10/2006 12:00 AMLab Rpt TEST [1]
6/22/2006 12:00 AM Lab Rpt HIV Repart [1]
#|  10/18/2005 12:00 AMImag Rptag [1]
510 s Documents 1-10 of 837 First | Prev | Mext | Last
e
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Patient Self-Management
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Glucose Readings

Blood Glucose

Instructions
= Reguired fields

= Date:

Before Breakfast:

After Breakfast:

Before Lunch:

After Lunch:

Before Dinner:

After Dinner:

Bedtime:

Dose/Comments: ;|

Send Results and Continue Entering I

Rewiewl Send and Exit |

o, Patient logs on to portal and selects Home Glucose Monitoring. They are
o a presented with this screen
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Blood Glucose

Instructions
* Required fields

The patient can enter and send their readings

B 311002009
Before Breakfast: |;,-5
After Breakfast: Ign
Before Lunch: Ign
After Lunch: |150
Before Dinner: |1'3°
After Dinner: |1,35
Bedtime: 175 - - -
—= Frint Edit Answers Send and Exit
Dose/Comments: Movolox Mi:
44 units b
20 units o Edit answers  Blood Glucose
Date: 06/10/2009
Before Breakfast: 75
They also have the
Send Results and Continue Enterin After Breskfast: a0 H H H
: ! option of printing
Review Send and Exit Eli=o [l ag .
them for their
After Lunch: 150
records
Before Dinner: 100
After Dinner: 165
Bedtime: 175
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Dose/Comments: Movolox Mix 44 units before breakfast 20 units at bedtime

Frint Edit Answers Zend and Exit




The document comes in as a “lab” and values are dispersed to the flow sheet

@Lugician - Debbie Bonnell CHAN MIS i@ Lamprey Health Care - Mewmarket (LHCTCP) - 8, - |I:I|5|

Go  Actions  Options  Help

@Desktup |[:|Chart - @.ﬁ.ppts @Reg Repu:nrts & |inklogic |\;}New f;},'u'iew | %F‘rint ) Internet ? Help |E

Barnie Test it HH, Transport, See Alerts [0 625515

13 Year Old Male (DOB: 12/21/1995) | : Monte Hikkel CHM L Wwinterst HOME Hone
i o = = g &

| S 2 B B | 5 @& & %

Find P, Protocols  Graph Handouts | Update  Phone ME. Refills Edit Sign append Route  Organize
Summary I Proklems I Medications I Alerts I Flovwsheet I Orders Documertts:

Document Yisw:  All (since 0540/2008) [~ Group By Date i

-3 al 1} Diate T SUmImary Provider -

+| |
Doc ID: 1624 Properies: External Other at LHC-H on 08052009 7:49 AM by Debbie Bonnell CHAH MIS

Patient: Barnie Test
Note: All result statuses are Final unless otherwise noted.

Test=: (1) Home Glucose Monitoring ()
Order Note: Howe Glucose Monitoring

eForm Questions and Eesponses

Date::
06/ 10720039

Eefore EBreakfast::
75

Lfter Breakfast::
an

@&ﬁiﬂTgs‘” Before Lunch::
ot 20

T
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Go  Actions

Qptions  Help

@Lngician - Debbie Bonnell CHAN MIS @ Lamprey Health Care - Newmarket (LHCTCPY - 8/5/

=101 x|

@Desktnp |

Barnie Test

13 ¥ear Old Male

Alert: HIH, Transport, See Alerts
(DOB: 12/21/1995) Inz

ID: 625515

P: Monte Hikkel CHM LO0C:

Winterst HOME Hone WORK: Hone

- @.ﬁ.ppts @Reg Repu:urts &= |inkLogic |\;},New '(;},'-.-'iew | %Print alnternet ? Help |E

W | & % S
Find Pt. | Protocols  Graph  Handouts Update PhoneME,  Refils Qrganize
SUMImErY | Problems | Medications | Alerts Flowwzheet | Orders | DocuUments |
‘v’iewl =A= j ﬂl Set Attached Viewl I~ Use Date Range | & Taj E|
S Latest =|  MostRecert -]
AUSCUL LLBISRT™  rorales.. I~
BG ARARFST | | 75 BN [
BG/AC DINNER 100
Bz AC LUNCH o
B BEDTIMVE 174
BGRG 2H DIM 165 /
BG PC 2NN 150
BILIRLUEIN LR ) ;
BIRTH < METH nane
Bl 2080 o
BREAST IMNSP M0 SIS,
BREAST PALF no masse...
B=A, 053 &
CAFFEINE LSE Dizcusse...
CARECOORDE e ENT zpec...
ﬁoomm reuimh\ _IL|
4 3
Drate: |uﬁr1mznna 12:00:00 AM ﬂ Walue: T6 mgidL Tag: Comment:
Bry: CareCatahrst ANGE: State: Final

[ | |lirkLogic: Jobs = 10;Ereors= o | | [ |wum | 5

\
c H For Help, press F1
IAIN]




Demographic Update

When a patient registers at the portal they have the opportunity to verify
their demographic information. This information pulls from Centricity PM
| Review Your Information L ——

Please ensure that the following information is complete and correct( Edit Information Leave As Is

Personal Information

First name: Barnis They can change or update
Last name: Test missing information
Date of birth: 12/21/1995

Social security number:
(Example: mooe-rocxx)

Gender: Male

Marital status:

Contact Information

Address line 1: PO Box 1111
Address line Z:

City: Diover

Stata: NH
(Example: OR, CA, or NY)
Zip code:

(Example: S0210)

Home phone:
(Example: 503-234-5678)

Waork phone:
“-,hﬂb TO Sk (Example: S02-224-3678)
o
a"ﬁ
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Emergency Contact
First Name:

Last Name:




I FEIUInal nnmvrmmavrwn

= First name: |Earme
= Last name: |Test
* Cate of birth: |'12.l'2'1.l"1995
= Social security number: |111_11_1111
(Example: Xxx-wx-3000)
= Gender: |r-.-1a|e j
= Marital status: O Single
& Married <
" Other
Contact Information
= Address line 1: IPO Box 1111
Address line 2: |RuhMeLﬂne
= City: [Daver
= State: INH
(Example: OR, CA, or NY)
= Zip code: IDEEED
(Example: 90210)
* Home phone: IED3_555_5555
(Example: 503-234-5678)
Waork phone: |
(Example: 503-234-5678)
Emergency Contact
First Name: |Eletry'
Last Mame: |HuhMe

prER 10 Skg

ut‘ﬂ
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Changes come in as an email in Secure Messaging.
Staff can edit the answers and/or Accept the changes.

Messages 1-1 of 1 First | Preyw | Mext | L

Edit Answers | Acceptl

Perzonal Information

First name: Barnie
Last name: Teast
Date of birth: 12/21/1995

Social security nurmber:
(Example: xxx-xx-xxxx]

111-11-11311
[(Farmer value was blank)
Gender: Male
Marital status:

Married
[Farmer value was blank]
Contact Information
Addreszs line 1: PO Box 1111
Address line 2

Rubble Lane

Pl 1 Ll L

| P - - o = =
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Messages 1-1 of 1 First | P

The form was saved successfully.

It may take a few minutes for the results to be updated in the system of record.

I If accepted the changes are made in Centricity PM
— which will then “push” the info into the EMR so

fddress  |PO Box 1111

Patient |Insurance| Contacts |

@ Patient O Guiararior . information is updated in both systems.
Patient zame az Guarantar .
[ |Bamie | |Test

Rubble L
[Fubbe Lane Patiert 0 73057-0058002 Status: [Active =] [men v |[g25515
City/State | Dover [NH  fo3s20 _ _
Courtry | Last Name: [ [ Social Security No: [111-11-1111
aLrtry
Phane I[EEIE] EG-RERE [ ] IHDmE First Mame: |Elarn|e helicicile: I MR I
I[ 1 - [ ] I Address 1: IF‘O Biox 1111 Language: I
Birthdate |-| 242141995 13wz SSM 111-11- Address 2 IRubee Lane Employment Status: I ﬂ
b arital Statuz I M armned City: IDDver State: INH ﬂ Home Location: I'I.-“-.ﬂnterSt j
Sen IMaIe "I Oecup. I Courtry: | Zip: [03820 Resp. Provider: I Mikkel CMM, Monte j ﬂ-ﬂl
) Birth Diate: 120211995 i1 Title: d
I J I J [T Sensitive Chart et Picture. |
Home Phone: |(603)555-5555 Suffix: | | Registration Nates:
Office Phane: | Sex: |Male v | |FAKE CHART FOR TRAINING =]
Fan I Marital: Ir-.ﬂarried d
Cortact By I *| Race: ILIndetermined d
“,'P;tﬂ- TO 5*’#,,? E-hail: Idebhunnell@cumcast.net LI
ot® @
-
£ (8].1 Cancel

CHAN




Medication Refill

Prescription Refill Request

* Reqguired fields

# To the office of:¥ou must
select your Provider. Click on
the black arrow (v) to see list.

#  Plegse select any medications that
vou would lke to renew:

<Choose a provider>

™ RELAFEN 500 MG TAB

" REGLAN

™ RELAFEN 500 MG TAB

™ HYDROCHLOROTHIAZIDE 50 MG TABS
™ Other Medication

= Plegse indicate preferred refil

r-
amaunt 30 Day Supply

" 90 Day Supply

Pharmacy to use for refil: ) ]
" WALGREENS - EXETER 203103*

48 PORTSMOUTH AVE
EXETER, MNH 03833

" CVS - AMHERST 5T
£33 AMHERST 5T

You must include the Area Code MASHUA, MH 03063
when entering the phone number.
OMIT THE LEADING ONE " Other Pharmacy

(example: 800-555-5555)

ch“iﬂ 10 5!&

Review Submit

b‘?n
=
<




Consultant Data Sharing
using the Secure Patient Portal
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Baby Steps Program

Please select a patient using the search fields below:

Last Name || First Name |
Date of Birth | Social Security |__
Search

Baby Steps Assessment
= Required fields
= Patient Name I
= Agsessment Date: I
= Aggessment: ;|

= Select your name from the list:

(ED TO S Review Send
4
ut‘ﬂ

b‘?n
=
<
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Documentation comes in as a signed Consult Report

SUMmary | Problems I Medications I Alerts I Flovysheest | Orders Cocuments |
Document Views: Al (since 0310:2008)
FH-=3 Al [T} SUMmmaty

Date ©
03052009 9 A

Conz Rpt: Baby Steps

Doc ID: 244 Properties: Consultation Report at LHC-H on 080572009 9:25 AM by Randy Tallent MsEd

Eaky Steps

Fatient DName:
Dekbhie Test

Lzzesswment Date::
07/ 14/2009

Lssesswent: :

Debkbie is here today with her mother. Mother notes that Debbhie has heen
awvakening more through the night for the past few weeksa. Mother reports that
Dekbbie falls to sleep in the swing or by nursing. Although she iz small, her
growth is steady. Today tolerated handling by unfamiliar adult, Strategies
to promote independent drowsy to sleep were suggested. Will follow as
requezted
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Family Therapy Program

Last Name |Test

Date of Birth |

Action Name DOB
Select Debbie Test 4/25/2007 12:00:00 AM

Previous Mext

Please select 3 patient using the search fields below:

First Name |Dehhie

Social Security |_-_-

Gender

Search |

Identifiers
SSM: 111-11-1111
PatientID: 235443
ExtID
MRN

A Referral is made
and a signed consent
is kept on file in the
EMR

NFTP Status Report

* Required fields

= Did Client accept referral at
Intake?

Appointment Date?
Client arrived for first

appointment?

Who did client arrive with?

Manner

Client agreed to continue with
care plan?

Comments:

I ves
I No

[ Yes
I No

[ Parent
™ Guardian
[ Friend

[ alone

[” Receptive to Care Plan
[ Cooperative

[ Agitated

I Indifferent

[~ Withdrawn

[ ves
[ No




Document comes in as signed Consult Report

@Lngician - Debbie Bonnell CHAN MIS @ Lamprey Health Care - Newmarket (LHCTCPY - # - |EI|£|

Go  Actions  Opkions  Help

@Desktnp |Dchart - @.ﬁ.ppts @Reg Repu:urts &= |inkLogic |\;},New '(;},'-.-'iew | %Print & Internet ? Help |E

Debbie Test et Boccp oMLY, SAMEDAY  ID: 235449

2 Year Old Female (04252007 Inz: FPL 4 SE (72) PCP: Liga Bujno ARHP : LHC Tegt HOME.(G03)659-249:4
i = = = A g
_H S W E 2 & o S S @
Find Pt. | Protocols  Graph  Handouts | Update Phone ME. Refills Edit Sign  Append Route  Crganize
SUmmary | Proklems | hMedications | Alerts | Flovwzsheet | Orders Documents |
Document Yiew:  All (since 03M10/2008) [T Group By Date
-3 Al o Date T SUMMary Provider -
i 08052009 2:22 PM (Cons Rpt: Mevemarket Family Therapy Progra | Debhie Bonnell CHAM M=
Doc ID: 246 Properties: Consultation Report at LHC-H on 08/05/2009 2:22 PM by Debbie Bonnell CHAH MIS &l 1 |
=
DidClient accept referral at Intake?:
Tes
hppt Date:
Og/15/2009

Clientarrived for first appointment?:
Yes

Who did client arriwve with?:
Parent

Manner:
Feceptive Lo Care Plan, Cooperatiwve

LP\‘ED 10 SE#

afﬁo“ Client agreed Lo continue with care plan?:

Yes LI

T
dg g 4T
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Questions?
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